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Introduction

The Fault Tree Analysis, briefly FTA, was developed originally in the sixties in the area
of the American telecommunication industry and aircraft industry. Only in the beginning
of the eighties a formalization of these methods occurred at the instigation of American

authorities.

The Fault Tree Analysis is used for reliability- and safety security analyses. The pro-
ceeding is very similar to the Reliability Block Diagram RBD.

The aim is to determine possible combinations of causes which can lead to certain un-
desirable events (event), the so-called top-level events.

Purpose and benefit

The goal is to identify possible combinations of causes that can lead to certain adverse
events, the so-called top-level events. Furthermore, the task of an FTA is:

s Ihe generation of a graphic / logical tree structure to the understanding of the
connections.

s ldentification of possible failure causes and their combinations.

» Calculation of the probability of the undesirable event. Comparison of variations.

s Comparison of variants

Basics

The link of the events is made in each Top-Event
case by different logical operators, ﬂ +« Effect”
the so-called gates. Device faults, op- L,—|—'

erating faults and software faults
which can cause with a certain prob-
ability to undesirable results belong to
the events among other things.

Effect directtion

The following symbolism is used to = \// ~
the representation of the fault tree:

Basis-Events
| | | |« cause
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AND-Gate
The output event enters only if all input events apply. The
Gate & output probability P is calculated with:
L& |
p P,
r OR-Gate
/J\ The output event enters if one of the input events applies.
Gate 21 | The output probability P is calculated with:
>]
Pl |P2
P
/J\ 22 | Vote-Gate
The output event occurs when at least two input events oc-
Gate cur. At least 3 inputs are required for this.
| >2 |
P; Py P3
=1 | XOR-Gate (Exclusive-OR)

The output event enters if only one of the input events apply
but not both.
The output probability P is calculated with:

}ﬁ,

Basic-Event
Primary base event or failure. The probability P is defined di-

f P=0,001 §

Event rectly and mostly comes from manufacturer's data of the
N component. As with the reliability block diagram P is de-
pendent on the time (component age).
A Sub-Gate
Gate At this point the other representation is interrupted. The

given probability P represents the summary of other sub-ele-
ments which are not shown further.

Text

Neutral text element

Text elements can be inserted in paths to show additional
information, or to insert other "creases". At several en-
trances this element works like an OR gate.

Hint: The symbolism is according to country and standards, as well as in software partly

differently.
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The exit from P can be negated (example on the left). Then P des- N
cribes the probability that the event does not enter. This is marked

by a symbol of a circle at the entrance of the following gate. Gate 1
The input probability of the following gate is: Pi=1-P. &

Py

The advantage of the FTA is the hierarchical tree structure. In the 2
upper area you can find the basic connections in the coarser area,

in the lower area you can find the details. The FTA thus also Event 1

provides good documentation of the relationships, even if the NS
probabilities are not specified (qualitative fault tree).

There must be no opposing influences in the FTA, the elements must be independent of
one another.

The fault tree starts at the top with the Top Event. At the bottom, the event paths are
broken down further and further until one arrives at the Basic Events, or at the Sub-
Gates, for which the further details are not detailed.

The following example shows a fault ™
tree with calculated probabilities Fracture suspen-
sion spoiler

—
iy =

Too little High
strength load

g 7T
iy =R X 2

Material modu- Previous Too much bad Too high
lus too low damage way proportion load

5E-05, 21 0,05 0,01

damage caused Notch effect
by customer

& 21

N N A N

Share of customers Too high tighte- Notch effect Notch effect
with self- assembly ning moment at during manu- through transport
self- assembly facture
0,03 W 5E-04 0,001

In this example, the system is initially divided into its properties (strength) and what it
experiences (load). This is followed by the relevant connections and, at the end, the
actual causes (basic events).
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In addition to the example shown, the FTA is particularly suitable for the electrical /
electronic area or for control and regulation systems. The FTA is not the right tool for just
looking at software.

In the comparison no probability is treated moreover in a causes-effect diagram. One
looks only at the "critical" moment when the fault occurs as a top event.

Calculating the gates

In the following overview mean

P = Probability of failure; R = Reliability =1 —P; E = (error) event.

The event at the output only applies if there is a 1 in the last column. The corresponding
probability for this is the sum of the product probabilities (disjunctive normal form).

Sample values for P41 =0.01; P2 = 0.02; P3 =0.03

And-Gate E, E. | E; E
(&) 0 0 0 0
1 0 0 0
0 1 0 0
0 0 1 0
1 1 0 0 P=P;P,P;
2 g 1 g =0.01-0.02- 0.03 =6E-6
1 1 1 1 | P1-P2'Ps
OR-Gate E. E. | E; E
(21) 0 0 0 0
1 0 0 1 Pi1'R2-R3 + =P=1-R;'RyRs
0 1 1 |Ri-P2Rs+ =1-(1-P1)-(1- P2)(1- P3)
0 0 1 1 R1'R2:P3 + =1-0.99-0.98-0.97 = 0.0589
1 1 0 1 [ P1P2Rs+ where for very small P and the resulting
0 1 1 1 ] Ri-P2Ps+ even smaller products
1 0 1 1 | PirRaPs+
1 1 1 1 P1P2Ps=— P =P, +P,+P;
~ (0.01+0.02+0.03 = 0.06 > 0.0589
VYote-Gate E. E. | E; E
(22) 0 0 0 0 P =P-P,+P,P3;+P;Ps -
1 0 0 0 -P;'P2-P5 - P;-P5-P> - P»'P;Ps
0 1 0 0 +P1-P2-P3
(1) (1) (1) (1) =0.01-0.02 + 0.02-0.03 + 0.01-0.03
5 ] 5 . ;:::Ez: -0.01-0.02-0.03 - 0.01:0.03-0.02
-0.02:0.01-0.03
1 0 1 1 | PrrRaPs+ +0.01:0.02:0.03
1 1 1 1 P1-P2-P3 = - = 0.001088
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XOR-Gate
(=1)

0 P=P;-(1-P2)-(1-P3) +
P1-R2'R3 + (1-P1)-P2-(1-P3) +
R1-P2'Rs + (1-P1)-(1-P2)-P3

R1-R2:P3 =
=0.01-0.98:0.97
+0.99-0.02-0.97
+0.99-0.98:0.03
~0.0578 < P(OR) = 0.0589

== O|= OO =-O
= O == O -, OO
=== O OO0l

o|jo|lo|lo

Calculation via so called Cut Set

If Basic Events or Sub-Gates have an influence on several gates, a calculation starting
from the base event will give incorrect results for the top event. The following example
shows such a situation in which event E3 has an influence both in gate C and in gate D
(e.g. a temperature could affect several paths):

N

A
Top Event

L& |

E4
A

»\%%\

N

A

B2 E3
= i

The calculation according to the algorithm of J.B. Fussell takes place step by step in
tabular form until only Basic Events or Sub-Gates remain.

N
The complete production of the fault tree assumes that one Valve
can name all components and conditions. This is not al- not swtiching
ways given under circumstances if, e.g., a failure appears &
as only temporary and is not known what condition must be | |
still given here. This can be avoided first by a "place holder" /j\ /j\
who is to be determined later
Pressure unknown
too low condition

P=0,01 P=0,001
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Comparison with a Reliability-Block-Diagram (RBD)

As at the beginning described, the comparison with the reliability block diagram should
be still shown (Reliability-block diagram = RBD).

Conspicuously is that here no gates are shown, but only the suitable components
which are the base events in the FTA.

N
Top Event
L& |
|
/J\ /J\ Component1 Component 3
Gate Component3 ‘
|/|21\|I v Component2
Component1 Component2
N N
Fault - Tree Reliability Block Diagram

While in the FTA a redundancy is shown merely as AND link, this seems more striking
in the RBD by the parallel arrangement. The difference between OR / AND link is
stronger emphasised here graphically. The advantage is also that here less elements
are needed. However, the disadvantage of the RBD is that none Exclusive OR-links are
possible.

With the treatment of a problem, the comparison with a cause-effect-diagram is also
looked often. If there are "conditions" or components which are not known yet, exists in
the FTA the problem to name this. Here as a rule one places pseudo-elements which
are to be determined even closer. In the cause-effect-diagram one is led there about the
physical / technical active chain rather on the still missing connections. Further details to
active diagram are described under:

www.weibull.de/COM/Systemanalysis.pdf.
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Application in Visual-XSel

www.crgraph.com

Our software Visual-XSel is a powerful tool for all important statistical quality and relia-
bility methods. To get started, use the topic areas in the guide (see also
crgraph.de/en/themen-index), or the icon xxxx.

8 Visual-XSel 20 - u] Sl
File Edit Insert Data Calculate Statistics Options Help |
[= =] = (), T,
=04t hEBRYFE Wi D

S e ¢ Paste | Diagram Webul Evaiuate Analysis JsxSigms | Tools Macro | Draw M|
Project

Visual-XSel 20.0 £3)

_-P'_'v- Fault Tree Analysis

R e e

EREE -——U——+w%

Here you can find an introduction and a short video:
crgraph.de/en/visual-xsel-software/

Here you can also find some introductory videos:
crgraph.de/downloads/software/Visual-XSel Basis Functions.mp4
crgraph.de/downloads/software/Visual-XSel Methods.mp4

It is not for nothing that this software is used in many well-known companies:
References

The following description is a guide and introduction to the topic shown

The fault tree analysis is provided in Visual-XSel purely graphically. Click to the icon in
the main guide or via the icon Analyses
8 © 2025 CRGRAPH


https://crgraph.de/en/themen-index
https://crgraph.de/en/visual-xsel-software/
https://crgraph.de/downloads/software/Visual-XSel_Basis_Functions.mp4
https://crgraph.de/downloads/software/Visual-XSel_Methods.mp4
https://crgraph.de/en/referenzen
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Il |
DI:IDEI === ) e
Diagram  Weibul Ewvaluate DoE | Analyze |Six Sigma == -«.EI..F'»": B é c@o
= (1} T
_ .k =" liin 5—R

lzhikawa Cause Eff.  Evaluate Intensity FTA RGB
I Edit text (comment or hyperlink] ...
O /—% P Define probability...
Top Event
5?{? Calculate (incl. file save) Fa
s Top-Down berechnen ...

o LT__T‘\‘ <5 Critical path
= Attach OR-Gate

=1 Attach XOR-Gate
=1 Attach AND-Gate

Gate 2
@l Attach Basis-Event
Attach Sub-Gate

/l\ /l\ =1 Attach Text-element
Change to L4

Event 4 Event 2

E Megate
I%I n/m events (Vote-Gate) 3

=

A basis tree appears. Click to an element and use the right mouse button, for example
to add a new Gate.

Arrange elements
. . Luphkat trennen [Alt + Maus)
The default setting is that new elements are ar-

ranged automatically. Alternatively, the gates can < Arrange and word wrap ’
be manually positioned like free drawing ele-
ments. In this case the Auto arrange function will TR

switched off. Create new from FTA r

If the Alt-key is optionally held down when moving elements, all elements below are
not taken along. This concern also to double gates which lie on top of each other.

This makes it possible to separate them again. Without the Alt-key, all elements with an
input are dragged into the clicked element. His own output-connection at the top remains
in its original position (left picture). If you go with the mouse on the output connection,
the reference upwards is separated (right picture).
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In case of printing it can happen that the paper size is not suitable. The border of the
paper is shown in the main-window with a grey dotted line. Please use Options/ Format
and Frames and an adequate paper size. Normally the structure is overstepping the
right border. Instead of printing side by side below each other, is will be used side by
side to the right automatically. So the paper size must only inside the bottom limit.

Edit text

With the choice of the titles in the gates and events one should use a very clearly and
exact description. However, because of less space it is not practicable to use too long
text. Therefore, it is possible for a detailed description in an element to define hidden
text. This not visible text becomes in the edit mode (double click or right mouse key) by

the pipe sign | marked. lo - ¥ ]x + | =
| <l
/—l-‘_\

Th ermodinamic.eﬁe@
descrbed.in.report.5.
from.Mai 2012 |

N after end of text mode
(double click outside text)

Thermodinamic effect

L= |

<« Behind pipe | text will be hidden

If the option Inline editing is not set, the text can be
entered via a dialog box. Here the visible title, the com- Auto arrange

mentary and a possible link can be edited in separate
fields.

Alternatively the probability can be defined here direc- Create new from FTA v
tly.

St Arrange and word wrap r
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Element no. 3 of & g
Thermodinamic Arial v | (20 |- :
effect
Probability
v max 3 rows ’r E:>

Comment / description

described in report S of 2021

Link to file or web site x

wserver\iProject-5\Part-3\Document. pdf

Ok Exit Link to file ... Hilfe

Important: The text length in the elements is initially not limited. When using the auto-
matic arrangement, a structure is created in the table after each change, which can only
use 256 characters in a cell. If longer text lengths are required, the automatic arrange-
ment must therefore be switched off.

Probability of occurrence for Basic-Events and Sub-Gates
For the Basis Event and the Sub Gate the proba- I Edit text (comment or hyperfink) .

bility can be defined. The option to define the prob-
abilities directly is based on the common classifi-

cation that is also used in the FMEA. As a guide, 54 Calculate (incl. file save) Fo

the associated rating number for occurrence A = 77T "t tos

from 2 to 10 is also shown. The table in Visual-XSel 16.0 has been supplemented for
version 15.0 by the new table from the FMEA manual according to AIAG / VDA as of
2019. It should be noted here that the values have changed (e.g., 1 ppm is now A = 2
instead of A =1).

Other values can be defined in the middle. When using statistical distributions, the most
commonly used is the exponential distribution with the failure rate A. The time is to be
understood in hours. Different "operating hours" can be assigned to different elements.
This is useful, for example, if certain components in a system have been in function for
different lengths of time and are therefore subject to different calendars. With the Weibull
distribution, different failure characteristics can be mapped (via definition of b). With t, it
is also possible that a component has a failure free time in which the element remains
intact.
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B8 Occurence probability — O %
Defined from FMEA occurrence
ﬂ Distribution

Occurrence O {* none (see left)
(" P=1E-6 1 ppm 1 " Exponential (fa
" P-SES 50 ppm z Pl " LogNormal (" Weibul
£ p-1E-4 100 ppm 3 P: 0,001
& P1E3 1000 ppm . —> for a particular time |
™ P=2E-3 2000 ppm 5 [~ P fix for Top-Down [

calculation
L LI = Tme [ n [ foral
" P=0.01 10000 ppm T equal
" P=0.02 20000 ppm 8
" P=0.05 50000 ppm 9
" P=0.1 100000 ppm 10
Abbruch | Help

If the same operating time applies to all components, the option "for all equal" must be
set. All elements in the fault tree then receive the time of the currently selected value.

Once all the probabilities of occurrence have been determined, the probability of the "top
event" occurring can be calculated (Calculate pop-up menu with the right mouse button),
or press F9.

Calculation of the probability of the Top-Event

In Visual-XSel there are two different calculation methods, the direct bottom-up calcula-
tion and the calculation using a tabular cut set. The latter is only used if there are dupli-
cates (base event has an effect on more than one gate).

With the bottom-up calculation, the next higher gates are calculated, starting with the
base events or sub-gates, until the top event has been reached. Since there are no in-
termediate results for the gates in the cut set calculation in the table, no probabilities of
the gates are displayed here.

Top-Down calculation

There is the possibility of the opposite calculation by specify- Fropacity

ing a maximum permissible probability of the top event. The
occurrence probabilities for the base events and sub-gates for a particular time

are determined iteratively. This can be used to calculate back- [ ™ P fix for Top-Down ]
wards what the parts and components may have for a maxi- calculation

mum failure probability. If, however, the probability of failure

of some of the components is known, this can be preset and the iterative calculation
varies only the remaining components.

P:  [0,001
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e e ——— e

If you want to know which “path” has the
greatest influence on the top event, you
can do this graphically using the menu
item Critical Path (pop-up menu right
mouse button) using the line thickness
of the connections represent. If there
are the same probabilities in a partial
structure, no marking is made.

Important: In the case of duplicates
(the basic event is spread over several
gates), the calculation is made using
minimal cuts. The calculation of the in-
termediate results in the gates is not
possible here, so that no continuous

ot Calculate (incl. file save) Fa
st Top-Down berechnen ...

."2 Critical path

i

1

Resistance Igniting duration
too great too low
=1 21
Soldering point ) Control unit
broken Wiengimatenal wrong signal
0,001 — (software)
N\ 001/

critical path can be displayed.

Duplicates (multiple outputs)

As described in the chapter Calculation using minimal cuts, base events and gates can
be linked to several gates. This is made possible in Visual-XSel via duplicates. l.e. an
element is placed as a duplicate over an existing one. For example, E3 should have a
second output to Gate C:

™

D

I Megate
= »

o Further output via duplicate

Duplikat trennen (Alt + Maus)

-

|y Arrange and word wrap 4
E2 1 E3; ]

Lirtn arranne
7 = X =

Click on E3 and use the right mouse button to select Further output via duplicate. Text
and probability are taken from the original. Move the tip of the output to the desired gate,
here C.

If duplicates are chosen, the top event is calculated using minimum cuts (cut set).
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If the text is changed, the original always has the same content. The elements can be
separated again with the mouse and the pressed Alt key or with the corresponding menu
item.

Division of the sub-gates into further substructures

In the case of a very extensive fault tree, it makes sense to split it up. The sub-gate
element already makes it clear that there are more detailed relationships that normally
should not be shown in more detail. From version 16.0 it is possible to create an ad-
vanced FTA for this and thus complex systems split up. Click on the desired sub-gate
and right-click to select a sub-gate as

/—4_\
a substructure. )
. . . . Resistance
A new project window with the basic too great
structure opens, whereby the title of : e
the top event is taken over from P Define probabilty..

the previous sub-gate. &5 Calculate (incl. file save) F

o
Soldering point 24 Top-Down berechnen ...
broken WI%, Critical path

/_—l‘.\ O — O t£1 Attach OR-Gate
= Attach XOR-Gate
Soldering point =1 Attach AND-Gate

O

brOken @I Attach Basis-Event
= Attach Sub-Gate
Sub-structure in own project window ...
/l\ /l\ =1 Attach Text-element
Change to L4
Gate 2 Gate 1 i Negate
=h »

l T-T J I’ T-T ‘J % Further output via duplicate

Nunlil-at trennen (Al + Mancd

After processing and calculation, you can switch back to the original FTA via the left
menu item Project / Main project. The calculated probability of the top event from the
substructure is now used here as input.

S=E D E S| D

5 @& <« 4 The creation of a substructure is only possible from the main
project, as is the described transfer of the probability. If one
nevertheless wishes to describe further sub-gates at deeper
"levels" in a substructure, the calculated probability must be
transmitted manually. l.e. reading the probability in the top
event and in the higher FTA entry via the menu item Define
probability (right mouse button on the sub-gate).

Start
= Project
B Add file .. ’
i

v Soldering pointbroken
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Export a FTA to a FMEA

The elements of the FTA can be exported in a list or a FEMA-form. For this click of an
arbitrary element, and use the last choice of the pop-up menu (right mouse button).

FTA - Export

Informations from

£

Output

[v 1=t level Failure mode
[v 2nd level: Failure (type)

[w Srd level Failure cause (hase event)

[ Probakility P = occurrence praob.

(" List in Spreadshest

{* Form (analogous FMEA)

www.crgraph.com

[= Attach ANU-Gate

@l Attach Basis-Event
Attach Sub-Gate

=] Attach Text-element

Change to

E MNegate
g
I%I n/m events (Vote-Gate)

=

Fh Arrange and word wrap
Auto arrange
Inline editing

Normally a FTA is derived from a FMEA. The shown function is a back-
ward method. What is the advantage? At the beginning the graphically
(FTA) overview is more understandable and clearer, compared with a

list of items.

List or FMEA-Sheet
Cutline (text structure)
Cause Effect Diagram
Cut Set Tabelle

With this event-based system analysis a good understanding can be approached very
fast. For the export the FTA should be arranged in 3 levels. The top level, normally the
top event, defines here the system. This makes sense for building up a system FTA. If
using only a top event, the output is only a part of a complete product/system.

N

Ignition

| >1 I

Ignition
energy too low

| >1 I

Resistance
too great

=1

}

Wrong material

Soldering point broken

P=0.01

P=0.001

Top level

System

15t level
— .

Failure mode

2" |evel
4___

Failure (type)

3" level
4_—_

Failure cause
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Below of the system the failure mode, the failure type and the failure cause are following.
Between the system and the first level more structures (elements) can be defined, but
these elements have no input in the Form. The defined probability P of the basic- or sub-
gate event can be used optional as an occurrence probability (risk). This confirms also
to an assessment-value.

A B c D E F G H 1
1
2 Project: FMEA: Form
3
4 System: Process-FMEA Product-FMEA
? Name of Process-/
6 Name / departure Product:
I

S-Severity C-Attribute O-Occurrence probability

8
9
10 Failure mode $ |Failure C |Failure cause Avoidance action O |Detection action
11 1 Ignition fault Combustion chamber bad Mixture tempera- ture too high 4
12 condition or wrong

2 Ignition fault Combustion chamber bad Mixtue too lean. Adaption 4
13 condition inaccurate

3 |lgnition fault Spark plug not optimal Spark plug gap too big 4
i 4 [lgnition fault Spark plug not _optimal Electrode too deeply screwed 4
15 5 Ignition energy  too low Igniting dura- tion too low Control unit wrong signal T
16 (software)

6 |Ignition energy too low Resistance too great 'Wrong material 7
w 7 |lgnition energy too low Resistance too great Soldering point  broken 4
18
19

All other fields in the FMEA-form must be filled in the table. If there are changes in the
FTA a new table will be created the present entries are preserved. To combine the ex-
isting definitions with the new table, use copy and paste.

To learn about basics of the FMEA and getting continuing information here must be refer
to the appropriate literature.

In Visual-XSel there can be build up a FTA and a cause-effect-diagram in the same file.
This makes it possible to have different perspectives and to get specifically advantages
of both methods. For more information to the cause-effect-diagram see

www.weibull.de/COM/Systemanalysis.pdf

An alternative to the FTA is the Reliability-Block diagram which is defined in an own
window (see menu Data/ Reliability-Block diagram).


http://dict.leo.org/ende?lp=ende&p=thMx..&search=bifocal
http://dict.leo.org/ende?lp=ende&p=thMx..&search=perspective
http://www.weibull.de/COM/System%1fanalysis.pdf

